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Baguley Hall Primary School

e-Safety Policy

Date of Policy approval _______________________________

Date of Policy review _________________________________

Signed _______ _____________________________________ (Chair of Governors)

To be reviewed annually

The purpose of the e-safety policy. 
The purpose of this policy is to ensure that all staff, parents, governors and children understand and agree the school's approach to e-safety. The policy relates to other policies including: Staff Code of Conduct, Acceptable Usage, Social media, Safeguarding, Child Protection and Health and Safety. 

The schools’ e-safety leaders are H Batters, E Green and all members of the safeguarding team
Teaching and learning

Why Internet use is important

The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide students with quality Internet access as part of their learning experience. 

Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.

Internet use will enhance learning

The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. 

Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. 

Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation

Pupils will be taught how to evaluate Internet content

The school will ensure that the use of Internet derived materials by staff and pupils complies with copyright law.

Pupils should be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.
Managing Internet Access
Information system security 
School ICT systems capacity and security will be reviewed regularly. 
Virus protection will be updated regularly.
Security strategies will be discussed with LA advisors.
E-mail 
Other than the facility on the VLE, Pupils may not use email in the school. 

Pupils must immediately tell a teacher if they receive offensive e-mail.

Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission.

E-mail sent to an external organisation should be written carefully and with professional consideration, in the same way as a letter written on school headed paper. 

The forwarding of chain letters is not permitted.

Published content and the school web site

The contact details on the Website should be the school address, e-mail and telephone number. Staff or pupils’ personal information will not be published. 

The Headteacher will take overall editorial responsibility and ensure that content is accurate and appropriate. 

Publishing pupil’s images and work 

Pupils’ full names will not be used anywhere on the Website, particularly in association with photographs.

Written permission from parents or carers will be obtained before photographs of pupils are published on the school Website.

Pupil’s work can only be published with the permission of the pupil and parents. 

Social networking and personal publishing

The school will block/filter access to social networking sites.  Parents, carers and children will be advised that children should not be using them at home.
Newsgroups will be blocked unless a specific use is approved.

Pupils will be advised never to give out personal details of any kind which may identify them or their location.  

Pupils and parents will be advised that the use of social network spaces outside school is inappropriate for primary aged pupils.
Managing filtering

The school will work with the DfES, the Internet and all other service providers, to ensure systems to protect pupils are reviewed and improved.

If staff or pupils discover an unsuitable site, it must be reported to the e‑Safety Coordinator.

Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. 

Managing emerging technologies

Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. 
Mobile phones will not be used by children during school time or by staff whilst teaching or supervising children, unless it is necessary in carrying out their duties. 

Protecting personal data

Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.

Policy Decisions

Authorising Internet access

All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any school ICT resource.

The school will keep a record of all staff and pupils who are granted Internet access. The record will be kept up-to-date, for instance a member of staff may leave or a pupil’s access be withdrawn. 

At Key Stage 1, access to the Internet will be by adult demonstration with occasional directly supervised access to specific, approved on-line materials.

Assessing risks

The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. Neither the school nor CCC can accept liability for the material accessed, or any consequences of Internet access.  

The school will regularly audit ICT provision to establish if the e-safety policy is adequate and that its implementation is effective. 

Handling e-safety complaints 

Complaints of Internet misuse will be dealt with an e safety coordinator or a member of the safeguarding team.

Any complaint about staff misuse must be referred to the Headteacher.

Complaints of a child protection nature must be dealt with in accordance with school child protection procedures.  

Pupils and parents will be informed of the complaints procedure.

Discussions will be held with the Police Youth Crime Reduction Officer to establish procedures for handling potentially illegal issues.
Communications Policy

Introducing the e-safety policy to pupils

E-safety rules will be posted in all classrooms and discussed with the pupils at the start of each year. 

Pupils will be informed that network and Internet use will be monitored. 
The Prevent duty
Schools have a vital role to play in equipping children and young people to stay safe online, both in and outside school and also in protecting pupils from the risks of extremism and radicalisation. Section 26 of the Counter-Terrorism and Security Act 2015 places a duty on specified authorities, (including schools) in the exercise of their functions, to have due regard to the need to prevent people from being drawn into terrorism (the Prevent Duty). 
Terrorist organisations, such as ISIL, are attempting to radicalise and recruit young people through extensive use of social media and the internet. As with any other online risks of harm, every adult in school (teachers and teaching assistants in particular) must be aware of the risks posed by the online activity of extremist and terrorist groups.

The Government has issued statutory guidance in relation to the Prevent Duty (June 2015). In addition, to assist schools and to help recipients understand the implications of the duty, the DfE has also produced non statutory advice (June 2015). Adults should familiarise themselves with the guidance and the advice, both of which are available on the school website.

The statutory guidance makes clear the need for schools to ensure that children are safe from terrorist and extremist material when accessing the internet in schools. The school will ensure that suitable filtering is in place. Internet safety is integral to the school’s ICT curriculum and the school will ensure it is embedded in the school curriculum. In addition to advice on internet safety provided by the school, further general advice and resources for schools on internet safety are available on the UK Safer Internet Centre website
 Keeping children safe from risks posed by terrorist exploitation of social media should be approached by adults in school in the same way as safeguarding children from any other form of online abuse. The DfE has produced a briefing note aimed mainly at Headteachers, teachers and safeguarding leads in schools detailing how social media platforms are being used in particular to encourage travel to Syria and Iraq. All adults in school (teachers and teaching assistants in particular), should familiarise themselves with the contents of the briefing note and must ensure that if they have any concerns, the school’s normal safeguarding procedures are followed. The Briefing Note is available on the school website.
For the avoidance of doubt, if any adult working in school has a concern that a particular pupil or group of pupils is at risk of radicalisation or terrorist exploitation, through social media or otherwise, they must immediately contact the Headteacher and follow the school’s normal safeguarding procedures, including discussing the matter with the school’s designated safeguarding lead and where deemed necessary, with children’s social care at the Local Authority and the local police.

Staff and the e-Safety policy 

All staff will be given the School e-Safety Policy and its importance explained.

Staff should be aware that Internet traffic can be monitored and traced to the individual user.  
Discretion and professional conduct is essential. 

Enlisting parents’ support

Parents’ attention will be drawn to the School e-Safety Policy in newsletters, the school brochure and on the school Website when appropriate.
Policy Review

This e-Safety policy must be reviewed at least annually.

Appendix 1: Internet use - Possible teaching and learning activities 

	Activities 
	Key e-safety issues
	Relevant websites

	Creating web directories to provide easy access to suitable websites.


	Parental consent should be sought.

Pupils should be supervised.

Pupils should be directed to specific, approved on-line materials. 
	Web directories e.g. 

Ikeep bookmarks

Webquest UK

Starz



	Using search engines to access information from a range of websites.


	Parental consent should be sought.

Pupils should be supervised.

Pupils should be taught what internet use is acceptable and what to do if they access material they are uncomfortable with.
	Web quests e.g. 

· Ask Jeeves for kids

· Yahooligans

· CBBC Search

· Kidsclick

· Starz

	Exchanging information with other pupils and asking questions of experts via e-mail.


	Pupils should only use Starz e-mail accounts.

Pupils should never give out personal information. 

Consider using systems that provide online moderation e.g. SuperClubs.
	RM EasyMail 

SuperClubs PLUS

Gold Star Café

School Net Global

Kids Safe Mail

E-mail a children’s author

E-mail Museums and Galleries

Starz

	Publishing pupils’ work on school and other websites.


	Pupil and parental consent should be sought prior to publication. 

Pupils’ full names and other personal information should be omitted.


	Making the News

SuperClubs

Infomapper

Headline History

Starz
Focus on Film

	Publishing images including photographs of pupils. 


	Parental consent for publication of photographs should be sought.

Photographs should not identify individual pupils by name.

File names should not refer to the pupil by name.
	Making the News

SuperClubs

Learninggrids 

Museum sites, etc.

Digital Storytelling

BBC – Primary Art

Starz

	Communicating ideas within chat rooms or online forums. 


	Only chat rooms dedicated to educational use and that are moderated should be used.

Access to other social networking sites should be blocked.

Pupils should never give out personal information. 
	SuperClubs

Skype

FlashMeeting

Starz

	Audio and video conferencing to gather information and share pupils’ work.


	Pupils should be supervised.

Only sites that are secure and need to be accessed using an e-mail address or protected password should be used.


	Skype 

FlashMeeting 

National Archives “On-Line”

Global Leap

Natural History Museum

Imperial War Museum

Starz


Key Stage 1
	
Think then Click

	These rules help us to stay safe on the Internet
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	We only use the internet when an adult is with us
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	We can click on the buttons or links when we know what they do.
	

	   
	We can send and open emails together.
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	We can write polite and friendly emails to people that we know.
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Key Stage 2

	Think then Click

	e-Safety Rules for Key Stage 2

	· We ask permission before using the Internet.

· We only use websites that our teacher has agreed are suitable.

· We immediately close any webpage that we don’t like.

· We only email people our teacher has approved.

· We only send e-mails that are polite and friendly.

· We never give out a home address or phone number.

· We never arrange to meet anyone we don’t know.

· We do not open emails sent by anyone we don’t know.

· We do not use Internet chat rooms.
· We tell the teacher if we see anything we are unhappy with.
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Baguley Hall Primary School
e-Safety Rules

KS2
All pupils use computer facilities including Internet access as an essential part of learning, as required by the National Curriculum.  
The children are taught how to use the Internet safely and to guard against accidental access to materials which are inappropriate. The school takes all reasonable precautions to ensure that pupils cannot access inappropriate materials including receiving a filtered Internet feed through the Local Authority however it is not possible to provide a 100% assurance that pupils might not accidentally come across material which would be inappropriate. 
To try and ensure the Internet is used without inappropriate content being accessed, pupils and their parents/carers are asked to sign to show that the e-Safety Rules have been understood and the pupil agrees to follow these rules when working on the computers within school.
	Pupil Name:

	Pupil’s Agreement:
· I have read and I understand the school e-Safety Rules. 

· I will use the computer, school network and Internet access in a responsible way at all times.   

· I know that the school network and Internet access may be monitored.

	Pupil Signature:
	Date:

	Parent/Carer Signature:
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Parent’s Consent for Web and Newspaper Publication of Work and Photographs

Please tick the box alongside one of the following statements.

I DO agree that my son/daughter’s work may be electronically published.  I also agree that appropriate images and video that include my son/daughter may be published subject to the school rule that photographs will not be accompanied by pupil surnames.


I DO agree that my son/daughter’s work may be electronically published but I DO NOT wish appropriate images of them to be placed on the school website or in newspapers..

I DO NOT wish for my son/daughter’s work to be electronically published or appropriate images of them to be placed on the school website or in newspapers.
	Signed: 
	Date: 

	Please print name: 


Please complete, sign and return to school.
Baguley Hall Primary School
e-Safety Rules

KS1
The Internet

All pupils use computer facilities including Internet access as an essential part of learning, as required by the National Curriculum.  
In Key Stage Two the children are taught how to use the Internet safely and to guard against accidental access to materials which are inappropriate. The school takes all reasonable precautions to ensure that pupils cannot access inappropriate materials including receiving a filtered Internet feed through the Local Authority however it is not possible to provide a 100% assurance that pupils might not accidentally come across material which would be inappropriate. 
In Key Stage One, the children are not usually working on the Internet without adult assistance.

Parent’s Consent for Web and Newspaper Publication of Work and Photographs
Please tick the box alongside one of the following statements.

I DO agree that my son/daughter’s work may be electronically published.  I also agree that appropriate images and video that include my son/daughter may be published subject to the school rule that photographs will not be accompanied by pupil surnames.


I DO agree that my son/daughter’s work may be electronically published but I DO NOT wish appropriate images of them to be placed on the school website or in newspapers..

I DO NOT wish for my son/daughter’s work to be electronically published or appropriate images of them to be placed on the school website or in newspapers.
	Child’s Name:
	Class:

	Signed: 
	Date: 

	Please print name: 


Please complete, sign and return to school.
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